S2 Table List of key notations

Notation

Description

GK, IDg

Gateway-secret key and identity of gateway, respec-
tively

IDry,, PSru,

Identity and password of RU,, respectively

PID", PID" T,

Pseudonyms (old & new) used during AKE and

TSkru, temporal-secret of RU,

PIDgy,, Pseudo-identity and temporal-secret of SN, respec-
TSsn, tively

T, Ty, T Timestamps used during the AKE phase

Egk(st), Encryption/decryption of string st, respectively
DDK(St)

Ri, Ry, R3 Random number used during the AKE phase

I, ®, H(.) Concatenation, XOR, and hash-function, respectively
Gen(.), Rep(.), FE bio-metric key generation, regeneration, reproduc-
Rp, Bk tion parameter, and bio-metric key, respectively

Bru,

Bio-metric information of RU,,
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