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Fig A. Distribution of participant behaviour responses on percentages of participants. The six graphs correspond to the 3 behavioural responses (keeping the email, trashing the email, seeking more information) and the 2 types of email (phishing and genuine).
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Fig B. The most trust-inducing phishing email in the PDT.
[image: C:\Users\Marvin\Dropbox\CyberDeception\IDinCyber\Genuine12.PNG]
[bookmark: _GoBack]Fig C. The genuine email with highest frequency of being a false-positive in the PDT.



Table A. 
Examples of Participant Responses to defining Phishing Email
	Average Rating
	Definition

	3
	emails that try to scam the recipient into giving out their personal financial information under the 
guise that the recipient will benefit from this, but in reality the "phishers" exploit this information for their own benef

	3
	deceptive emails which may try to access bank details under the guise of being another person or a legitimate company

	3
	Phishing email is a scamming method aimed at obtaining personal details by posing as a genuine email

	3
	A scam email that appears to be from a different source (hides true email) and usually asks for personal details/usernames or passwords

	2.67
	Emails with which the sender/s have the intention to reveal your personal information (credit card details, passwords to security accounts, etc).

	2.67
	An email that is a scam and attempts to trick you into giving out your personal information

	2.67
	fake email address of some famous companies to attract people to give personal details to make internet fraud.

	2.67
	The attempt to fool indiiduals throug email for monitary or other gain. e.g. 'A prince wants to give you money, just give your banking details'.

	2.67
	Email that is sent as spam normally through a virus that accesses and sends itself to people within someone's contact list, 
in an attempt to trick people into revealing confidential information such as bank details.

	2.67
	Phishing email is a scam that attempts to gain your information, identity or access to your monetary funds for their own gain.

	2.67
	An email which is a scam in order to get the individuals personal detail such as bank accounts etc

	2.67
	Posing as someone else in an attempt to lure people into an online scam for their personal/financial details

	2.67
	Emails sent by hackers ridden with deceit in an attempt to obtain personal details such as credit card numbers

	2.67
	Trying to acquire personal information illegally by portraying a trustworthy company

	2.67
	emails that attempt to scam people into giving up personal information such as credit card details. They are scams

	2.67
	fraudulent emails from companies which attempt to get a person to reveal their personal details e.g. passwords.

	2.67
	emails from scammers that attempt to gain personal information about you such as credit card details and passwords.

	2.67
	Phishing scams are attempts by scammers to trick you into giving out personal information such as your 
bank account numbers, passwords and credit card numbers.

	2.33
	An email that uses a fake alias and story in order to deceive the recipient out of money.

	2.33
	the illegal acquisition of data from people using malicious methods

	2.33
	A fake email in order to retrieve personal information from somebody by appealing to their emotions.

	2.33
	Email designed to trick the user into a malicious link or downloadable file.

	2.33
	Emails that deceive people into revealing personal details, e.g. bank account details

	2.33
	An email with the aim of deceiving an individual with the intention of a gain (usually financially) by the sender.

	2.33
	a fake email trying to scam someone in order for financial/other gain

	2.33
	Spam from someone/somewhere that's trying to get your personal details

	2.33
	an email that trys to deceive people in order to get benefit, especially money, from them

	2
	emails created to attempt to gather personal information

	2
	Email with the purpose of tricking you into being scammed.

	2
	It is a scam that attempts to steal personal information.

	2
	people trying to get hold of your personal information through misleading emails

	2
	emails from scammers that aim to gather your personal information

	2
	Email sent in an attempt to deceive one of their money

	2
	phone or online fake person to get your personal details such as bank details to cheat you

	2
	Trying to deceive the reading into providing personal information through an email

	2
	a malicious email used to gain financial information/password credentials etc.

	2
	when people try to obtain your personal details e.g. bank account details online

	2
	Email to get your details illegally and hack you computer

	2
	An email which is attempting to obtain personal information such as credit card number or password

	2
	Getting someone to give personal information via email

	2
	An email that attempts to gain personal information from the user

	2
	a scam that tries to get your personal details

	2
	Emails that attempt to gain information to scam people

	2
	when scammers try to take your PIN or other details to get your money

	2
	a fraudulent email that attempts to trick someone into agreeing to something they normally wouldn't

	2
	When scammers try to get your personal information, such as your password.

	2
	Gaining people's personal information through scams and spam emails

	2
	Scam to get personal information

	2
	attempt in requiring sensitive information

	2
	Phishing email is a scam email sent to gain specific information from someone.

	2
	Scam emails designed to get you to release personal information

	2
	scam emails trying to get personal information

	2
	Scammers use fishing emails to try and trick people into giving their personal details

	2
	Attempts by malacious entitites to obtain personal information to access what does not belong to them.

	2
	an email sent with the intent of scamming you out of money

	2
	An email with the intention of scamming or stealing personal information

	1.67
	Email that contain malcious content

	1.67
	Fake emails which trys to get personal details from users

	1.67
	A type of internet fraud through sending an email

	1.67
	an email intended to scam people for their money

	1.67
	emails that get personal information from you by tricking you

	1.67
	Email that tries to scam information or transmit a virus

	1.67
	A scam email that have a virus attached in an attempt to receive information from your computer

	1.67
	scammers trying to retrieve information

	1.67
	emails which attempt to trick you into something

	1.67
	scammers attempts to get your personal information

	1.67
	Email meant to make you open it with bad intent

	1.67
	email that attempts to acquire information illegally

	1.67
	Being manipulated to give personal information such as bank details

	1.67
	stealing personal information

	1.67
	attempting to acquire sensitive information via emailing

	1.67
	Emails that contain or contain links to viruses or scams

	1.67
	a scam email when they're trying to get money or information from you

	1.67
	Attempting to financially scam others

	1.33
	Emails that scam you by tricking the user into a desirable scenario

	1.33
	methods employed by individuals to scam others through the means of the internet

	1.33
	trying to hack into peoples emails, credit card accounts etc.

	1.33
	accessing others emails and taking information from without their knowledge

	1.33
	trick you into revealing info or clicking on link

	1.33
	Scam emails that make you give out personal details

	1.33
	fraudulent email

	1
	Scam emails

	1
	scam emails?

	1
	It's a dodgy email

	1
	online scams, usually done overseas

	1
	when they want to scam you

	1
	assume that it involves an attempted scam of some sort through rogue emails

	1
	An fake email is use to kite money

	1
	scamming emails

	1
	when someone tries to hack into/steal your email account

	1
	scam email

	1
	Scam email ?

	1
	fraud

	1
	scam email?

	1
	cyber crime

	1
	scam emails

	1
	when someone tries to take personal information

	1
	an email that is not from a legit source

	1
	A false email used for negative purposes?

	1
	scam email

	1
	form of fraud or scam

	0.67
	Malware used to lure users

	0.67
	scam

	0.67
	some kind of email

	0.67
	spam

	0.67
	used to try and scam people

	0.67
	Junk mail

	0.67
	Spam email

	0.67
	someone hacking your email

	0.67
	Sending a lot of emails to a large number of people

	0.33
	stealing data

	0.33
	emails that are ghjkhiohdjk

	0.33
	having access to sensitive information online - passwords

	0.33
	lure you into something you like, then replace that with something theyre trying to sell

	0
	I don't know

	0
	I have no idea

	0
	NA

	0
	I'm not sure

	0
	Not sure

	0
	Advertasment

	0
	i have no idea what it is

	0
	extra email used for reasons other than work and study

	0
	NA

	0
	I have no idea

	0
	i have no idea

	0
	no idea

	0
	Phishing emails are emails about fishing and boating

	0
	NA

	0
	An email where it can be interpreted in a number of different ways due to how it is said.

	0
	NA

	0
	NA

	0
	when you get rid of spam?

	0
	Phishing email is a type of email where you send informal emails

	0
	no idea

	0
	sorting through emails

	0
	email system that scans inbox for specific emails to categorise the inbox

	0
	copy

	0
	I don't know. Perhaps retrieving emails you have lost.

	0
	avoiding emails?

	0
	no idea

	0
	No clue

	0
	I have no idea what that means

	0
	No clue

	0
	I have no idea lol

	0
	communication through email

	0
	use some reward to induce the costumer to give out some benefits

	0
	cheat you

	0
	i have no idea

	0
	no idea, some sort of funky word





Table B. 
	Risk Profile Questionnaire Question List

	No.
	Question

	1
	Have you ever noticed the "padlock" icon that appears in the lower right portion of your browser for certain websites?

	2
	Do you take measures to destroy old documents or materials with personal information prior to throwing them away? (Ex: shred or burn old checks, receipts, credit cards, etc.)

	3
	In your home or apartment, do you take measures to hide or protect valuable personal possessions (hiding place, safe, firebox, etc.)?

	4
	When informed by your computer system that a new update is available, do you usually choose to install the update?

	5
	Have you ever sought additional information to verify the legitimacy of an online retailer (checking Better Business Bureau, etc)?

	6
	Do you usually look for or read over a website's Privacy Policy before providing your confidential information (SS#, credit card #, bank account #, etc.)?

	7
	Have you ever stopped a transaction or avoid a transaction because you did not see a seal of approval such as Verisign listed at checkout?





Table C.
Two-sample t-test Significance Testing[footnoteRef:1] [1:  English as a First Language Groups (0 = No, 1 = Yes); Gender Groups (0 = Female, 1 = Male); Living in Australia Prior to University Groups (0 = No, 1 = Yes); Although there was a significant difference between those who had lived in Australia prior to university and those who did not, there were only 13 participants in the latter group, restricting the needed statistical power for meaningful analyses] 

	
	

	Independent Variable
	Dependent Variable
	Group 1 Mean
	Group 2 Mean
	t-value
	p.value

	English as a First Language
	Phishing Detection Accuracy
	0.69
	0.76
	-1.91
	0.06

	English as a First Language
	Genuine Detection Accuracy
	0.73
	0.80
	-2.03
	0.04*

	English as a First Language
	Likelihood of Maliciousness Phishing
	62.73
	67.72
	-1.86
	0.06

	English as a First Language
	Likelihood of Maliciousness Genuine
	33.44
	25.89
	2.61
	0.01*

	Gender
	Phishing Detection Accuracy
	0.75
	0.71
	1.21
	0.23

	Gender
	Genuine Detection Accuracy
	0.79
	0.77
	0.76
	0.45

	Gender
	Likelihood of Maliciousness Phishing
	65.14
	68.98
	-1.54
	0.12

	Gender
	Likelihood of Maliciousness Genuine
	27.02
	29.41
	-0.88
	0.38

	Living in Australia Prior to University
	Phishing Detection Accuracy
	0.74
	0.74
	0.07
	0.94

	Living in Australia Prior to University
	Genuine Detection Accuracy
	0.74
	0.79
	-0.87
	0.39

	Living in Australia Prior to University
	Likelihood of Maliciousness Phishing
	69.18
	66.17
	0.72
	0.47

	Living in Australia Prior to University
	Likelihood of Maliciousness Genuine
	37.37
	26.91
	2.33
	0.02*

	Risk Profile Questionnaire Q1
	Phishing Detection Accuracy
	0.70
	0.77
	-2.16
	0.03*

	Risk Profile Questionnaire Q1
	Genuine Detection Accuracy
	0.79
	0.78
	0.36
	0.72

	Risk Profile Questionnaire Q1
	Likelihood of Maliciousness Phishing
	64.12
	68.10
	-1.67
	0.10

	Risk Profile Questionnaire Q1
	Likelihood of Maliciousness Genuine
	28.94
	27.02
	0.73
	0.46

	Risk Profile Questionnaire Q2
	Phishing Detection Accuracy
	0.73
	0.74
	-0.40
	0.69

	Risk Profile Questionnaire Q2
	Genuine Detection Accuracy
	0.80
	0.77
	0.79
	0.43

	Risk Profile Questionnaire Q2
	Likelihood of Maliciousness Phishing
	64.69
	67.77
	-1.29
	0.20

	Risk Profile Questionnaire Q2
	Likelihood of Maliciousness Genuine
	26.89
	28.54
	-0.63
	0.53

	Risk Profile Questionnaire Q3
	Phishing Detection Accuracy
	0.78
	0.72
	1.91
	0.06

	Risk Profile Questionnaire Q3
	Genuine Detection Accuracy
	0.78
	0.78
	-0.19
	0.85

	Risk Profile Questionnaire Q3
	Likelihood of Maliciousness Phishing
	68.87
	65.27
	1.44
	0.15

	Risk Profile Questionnaire Q3
	Likelihood of Maliciousness Genuine
	30.30
	26.64
	1.34
	0.18

	Risk Profile Questionnaire Q4
	Phishing Detection Accuracy
	0.75
	0.73
	0.58
	0.56

	Risk Profile Questionnaire Q4
	Genuine Detection Accuracy
	0.81
	0.75
	1.81
	0.07

	Risk Profile Questionnaire Q4
	Likelihood of Maliciousness Phishing
	67.21
	65.70
	0.64
	0.52

	Risk Profile Questionnaire Q4
	Likelihood of Maliciousness Genuine
	25.86
	29.69
	-1.49
	0.14

	Risk Profile Questionnaire Q5
	Phishing Detection Accuracy
	0.71
	0.77
	-1.83
	0.07

	Risk Profile Questionnaire Q5
	Genuine Detection Accuracy
	0.79
	0.77
	0.59
	0.55

	Risk Profile Questionnaire Q5
	Likelihood of Maliciousness Phishing
	64.27
	68.60
	-1.85
	0.07

	Risk Profile Questionnaire Q5
	Likelihood of Maliciousness Genuine
	25.48
	30.18
	-1.84
	0.07

	Risk Profile Questionnaire Q6
	Phishing Detection Accuracy
	0.75
	0.72
	1.09
	0.28

	Risk Profile Questionnaire Q6
	Genuine Detection Accuracy
	0.79
	0.77
	0.66
	0.51

	Risk Profile Questionnaire Q6
	Likelihood of Maliciousness Phishing
	66.74
	65.92
	0.33
	0.74

	Risk Profile Questionnaire Q6
	Likelihood of Maliciousness Genuine
	26.47
	30.12
	-1.38
	0.17

	Risk Profile Questionnaire Q7
	Phishing Detection Accuracy
	0.73
	0.75
	-0.52
	0.61

	Risk Profile Questionnaire Q7
	Genuine Detection Accuracy
	0.80
	0.76
	1.26
	0.21

	Risk Profile Questionnaire Q7
	Likelihood of Maliciousness Phishing
	66.20
	66.83
	-0.26
	0.80

	Risk Profile Questionnaire Q7
	Likelihood of Maliciousness Genuine
	26.73
	29.68
	-1.11
	0.27

	*  p< .05
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rary of Alexandria and a global grid of science

Greetings from the Library of Alexandri

N EQYPt o i betarex oryensaeraut

Ronald Ferguson, Ph.D., Emeritus Professor. Pittsburgh, and Ismail Serageldin, Head of the Library
of Alexandria, for the Library of Alexandria

Please Join the Library Grid of Science
The Library of Alexandria is contacting you and other great researchers in the world to establish a program for
global interdisciplinary scientific work and to boost research production in Africa. The Library of Alexandria is well
situated to accomplish this with your help as it was rebom in 2002 in the same spot it occupied since ancient
times 3000 years ago. The new library is recapturing the spirt of the ancient ibrary with the most modem
technology of this new century to establish research across disciplines, and to improve research in Africa.

‘The Ancient library brought together the most interesting minds of antiquity and encouraged them to mingle freely
across cultures and disciplines we hope to do the same with you and other faculty. From this approach was bom
pethaps the most significant breakthroughs the world had seen. Aristarchus stated that the earth revolves around
the sun, 1800 years before Copericus. Euclid wrote his Elements of Geometry. which is the only text book still
in use from ancient times. Library science, women in science, astronomy Chemistry today, owe much of their
existence to the Library as the result of the interaction of thinkers in different disciplines bouncing ideas off of
each other. We see now in this virtual world, this is indeed possible time for the Library to foster interdisciplinary
and intemational research. We need to break out of our silos. We invite you to join the BA Grid The Library
ofAlexandia Global Grid of science will shortly have 2 million scientists. The library is indeed the world's library
as much of science sprang from Alexandria

Besides the need for interdisciplinary research a ciitical problem in Africa, is that of the lack of research methods
skills. Research methods is at the core of all science. We have built a research methods library of Alexandria.
Here we have one of the largest research methods libraries, as well as the Encyclopedia of Life.

Here we present 3 projects to which the library developed. We would love to have you join and be a part of
history

American Association for the Advancement of Science meeting, Washington DC Drs. Vint Cerf (VP google).
Ismael Serageldin (Head Library Alexandria) Faina Linkov (Associate Professor) and myself (Professor Emeritus)
will be presenting about the Library of Alexandia Global Grid. We focus on the fostering of interdisciplinary
collaboration and boosting African Science. We would like input from all of you. please come Sunday,
February 14, 2016: 3:00 PM-4:30 PM, Wilson C(Marviot Wardman Park)

BiovisionAlexandria 2016
April 12-14,2016

Dr.lsmail Serageldin, the head of the Library of Alexandria hosts the Biovision Alexandria. This is an international event
organized by the Bibliotheca Alexandfia. Itis gathering of leading Scientists, faculty and students from the 4 comers of the
world through rich discussions that commemorate science and the finest achievements of human intellect The ulimate
goal is o provide a platform for exchange to explore difierent ways of science. Biovision aims to increase partcipation of
developing countries in the global dialogue. The BA s a key player n building bridges among scientists, industry.,
govemment, et. Itis a unique opportunity for North-South collaboration by bringing In new scientifc knowledge to the
South. The conference presents a unigue opportunity for collaboration by sharing knowledge across all counies. The
conference focuses on three major themes, Health, Food and Agriculture and Environment. Nobel prize winners mingle
with Professors, and students across different disciplines, for this very rich and exciting mesting. | have been to 100s of
scientific meetings in my life. This is the best. http://www.bebalex.orq/biovisionalexandria/AboutUs/AboutBVA.aspx
We will iscuss at the meeting the Building of the Library of Alexandria Grid for interdisciplinary collaboration. We can
also arrange for a personalized tour of the Library. Every scientists must see the birinplace of science and the pyramids.

Research methods Library of Alexandria
http://ssc bebalex.ora/helpdesk/introduction.isf

There are brillant scientists in developing counties. However, il the numbers of artcles coming from Afica and
Developing countties is low, <2%. One of the major problems in the world s “Stataphobia”,this is the fear of satistcs and
not having access to experts. ThiS is very important as 76% of rejected articles are due to inadequate research methods.
Stataphobia occurs in almost every faculty member and student. In most developing countties there are many more
clinicians, Lawyers and business peaple then there are experts in research methods. We have therefore created the
research methods library of Alexandria where anyone can visitfor free to answer statstical questions and leam about
fesearch methods. We would very much appreciate if you could tell your faculty and students about ths.

Come visitwith us at the Library of Alexandria on April 12-14 where we discuss this

Ifyou would like to be a founding father for the Research methods Library of Alexandria and be listed with all of us, there
are 2 beginning requirements.

1 Visitthe research methods library of Alexandria at httn://ssc.bebalex.ora/helpdesk/introduction Jsf

0 see what research information is provided (ths is expanding).

2 Tell atleast 10 friends, faculty and students about the RMLA (already 500,000 have been sentine above information.
We would appreciate if you shared this with your faculty and students

Thanks so much, we hope to see you at AAAS, Biovision, and for you to be founding members.

Ronald E_ Ferguson, Ph.D. for Ismail Serageldin and the Library of Alexandria
(Professor Emeritus, and Former WHO Collaborating Member Uni of Pitisburgh

Ifyou would like to meet with our team, please write to me at ronaldferguson@gmail.com

Please contact me at ronaldferguson@gmail com with questions or 7249549123 (Home)

We have identified many of you through your university as people who might be interested in interdisciplinary research,
Africa, and the Library of Alexandria

You have received this letter in the genuine belief that ts contents

would be of interestto you. Ifyou would like to unsubscribe from future
mailing, please type “unsubscribe” in the subject line and send it back.

Global Health, so near, so far

‘Health is a state of complete physical, mental, and social well-being and not merely the absence of disease or infimi
(WHO)

https://pitt.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=717f3741-e50a-443b-8a53-a71a5bf6490
Ronald E_Ferguson, Ph.D.

Emeritus Director WHO Collaborating Center

Professor Emeritus Epidemiology

University of Pisburgh

Pitsburgh, PA, USA

I prefer to have you email at ronaldferguson@gmail.com
Telephone home 724 954 9123 Mobile phone: 724 739 3323 Member RMLA/Supercourss team

Supers3 mailing fist
Supers3@ista.pittedu
hitps:/lista pitt edumailmanfistinfo/supers3
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>Send Agksociety mailing list submissions to
> agksociety@mail sagk org

>or, via email, send a message with subject or body elp'to
> agksociety-request@mail sagk org
T

>

>Postdoctoral Research Fellowship:

>Behavioral Lab at UCSD

>The Behavioral Laboratory at UCSD (PI- Craig R

Martin, wiw martinlaboratory org<http /. martinlaboratory org>)is seeking applications for a funded two-year
postdoctoral research fellowship, potentially renewable for a third year The laboratory investigates behavioral

therapies and will primarily entail working with Dr. Martin (and sometimes Prof. S7iver 2Ar2man and other
colleagues) on collaborative research but will also provide opportunities for independent research and/or
collaboration with other members at the University of Califoria. (see_http://wai anderson ucsd edu/faculty/
behaviorallaboratorymemmbers)

>

>Successful applicants will have broad interests in behavioral therapy. strong methodological and statistical training,
and a track record of completing outstanding research. A Ph.D. in psychology, organizational behavior. marketing.
behavioral economics, o a related discipline must be completed prior to starting this position. Start date is flexibie,

from June 1 to October 1, 2016.
>

>Applications should include curriculum vitae, statement of purpose outlining your research interests and goals, and
at least two letters of references. Please e-mail applications

to frankiin alvin@anderson.ucsd edu<maitorfrankiin ain@anderson ucsd.edu> with behavioral lab postdoc? in the
subject line.

>John Martin
>Professor of Behavioral Psychology

>Codirector, Behavioral Therapy Laboratory
>

>UCSD Anderson School

>110 Easthills Plaza #0511

>San Diego, CA 90095-1481

>phone: 31012763443

>e-mail: jmartin@anderson ucsd.edu<mailtojmartin@anderson ucsd edu>
Sweb: wiw martinlaboratory org<http:/fuw martinlaboratory org/>

S——
>Subject: Digest Footer
>

>Agksociety mailing Tist
>Agksociety@mail sagk org
>hitp://mail sagk org/mailman/lstinfo/agksociety

——
>End of Agksociety Digest, Vol 236, Issue 13
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